Today, we observe that more and more, radio frequency identification (RFID) technology has been used to identify and track objects in enterprises and institutions. In addition, we also perceive the growing adoption of cloud computing, either public or private, to process and store data from the objects. In this context, the literature does not present an initiative that looks into the network on enterprise-cloud interactions, so neglecting network performance and congestion information when transmitting data to the cloud. Thus, we are presenting a model named ACMA-Automatic Control and Management of Assets. ACMA employs context awareness to control and monitor corporate assets in companies with multiple units. ACMA provides a centralized point of access in the cloud in which interested actors can get online data about each corporate asset. In particular, our scientific contribution consists in considering network congestion to control dynamically the data updating interval from sensors to the cloud. The idea is to search for reliability and integrity of operations, without losing or corrupting data when updating the information to cloud. Thus, this article describes the ACMA model, its architecture, algorithms and features. In addition, we describe the evaluation methodology and the results obtained through experiments and simulations based on the developed prototype.
Introduction
In recent years, there has been an exponential growth in the use of radio fre-quency identification sensors (RFID) [1] . RFID use radio waves to identify data in electronic tags attached to objects. This data is captured by a reader without the need of visual or physical contact [2] . Still, it should be noted that RFID have great sensitivity of tracking, which makes it possible to identify various objects faster than the traditional mode of bar code.
In addition to RFID, another technology that has emerged in recent years is cloud computing [3] . According to Mell and Grance [4] , cloud computing offers a model that enables access to the network on-demand to a shared pool of computing resources. In this mode, you can pay only for the resources that were actually used and you can provision and release them quickly and with minimal management effort. Thus, one can use it with an integrated RFID system, drastically reducing deployment costs can lead organizations to a reduction of up to 50% in IT spending if compared with traditional IT mode [5] .
Together, RFID and cloud computing can be used under the control and management of assets. Initially, the asset management business was a support activity, constituting an auxiliary control system. Nowadays, this management is less aid and more active. When we build a proprietary asset management system in a broader context, with speed and reliability of the information obtained in each stage, the company's management becomes simpler and more rational.
This benefits the company with strategic and operational decisions, as well as contributes to sustainability of business. Moreover, the traditional mode of management of assets with bar code is a complex task that requires more team effort, since it is exercised by a person who collects the information. In this case, you cannot have the accuracy of the data collected, still requiring a high time for the conference [6] .
In this field of business, one may utilize the advantages of RFID sensor technology combined with the benefits of the cloud. However, there must be a concern with the possible massive volume of data generated by sensors. This is a gap still open in the literature and at the same time, it is very important, since the data generated by sensors can cause network congestion. This congestion can lead to slow network, packet loss and it can cause a negative impact on other important activities to the business [7] . It is fundamental to develop a feature that aims to integrity and reliability of information, but at the same time, does not overload the network causing congestion.
Considering the aforementioned context, this article has the following objective: developing a context awareness using RFID as a solution for management and monitoring corporate assets considering network congestion to control, dynamically, the update interval of the data from these sensors to the cloud. For this purpose, we present the ACMA model, which has as a main idea to act in congestion control network for communications from RFID readers to the administration point centralized in the cloud. In this sense, it aimed at offering greater availability and reliability to update the sensor data coming from companies. For this intention, ACMA presents an adaptive algorithm that controls the frequency range to update such data transparently to users. A prototype was developed and it was evaluated in a company which meets the requirements defined in the model. The qualitative and quantitative results demonstrate the feasibility of the proposed model and the benefits of using the adaptation for network data traffic.
To present and evaluate the ACMA model, this paper is organized in seven sections: (i) in Section 2 we examine the literature and state of the art in related works; (ii) the ACMA model is detailed in Section 3, exploring architectural details, features and actors; (iii) Section 4 shows up design decisions for the implementation of the prototype; (iv) later in Section 5 we describe the evaluation methodology and scenarios for evaluation of the prototype; (v) in Section 6 the results are discussed; (vi) finally, Section 7 presents the relevant contributions and suggests opportunities for future work.
Related Work
In this section, we present four solutions related to the research topic. Therefore, we carried out searches with the following keywords: RFID, cloud computing, network congestion and Patrimonial Assets Control on a scientific basis as IEEE and ACM. The criteria for selection were the similarity with the model and the problem in question.
Research and Design of the Intelligent Inventory
Management System Based on RFID Jing and Tang [8] proposed an inventory management system based on RFID technology. After a literature review of the key technologies involved, it was defined the use of RFID-based Zigbee sensors, a networking standard intended for a set of high level communication protocols. Despite not having been effectively implemented, the proposed system was modeled to a network structure, specified to the system modules and the diagram of application entities.
Web Based RFID Asset Management Solution Established on Cloud Services
Chattopadhyay et al. [9] presented a model of tracking system based on web services and cloud computing. After a review of the literature of the key technologies involved, they elaborated the system architecture, showing the major modules and the logical relationships involved. Based on the model, the authors developed a prototype contemplating a web application for user interaction. In order to validate the model, performance tests were performed and processed along two fronts: (i) RFID system based on an application resident in the reader hardware; (ii) RFID system based on web service. Through these tests, it was concluded that for a low number of tags simultaneously and a high tolerance to delays in information, it is indicated using the application resident in the reader.
In contrast, for large numbers of concurrent reads and low tolerance to delays in information, it is indicated using the system based on web service. Center of New Jersey, USA using a monitoring system in real time to control assets. After an analysis, it is concluded that the information generated with the proposed model is able to deliver information with significant value, which is difficult or impossible to achieve with the traditional methods and asset management techniques without the use of RFID in time real.
Driving New Insights in Asset Utilisation

Congestion Control for Self Similar Traffic in Wireless Sensor Network
Dubey and Sinha [7] presented a technique for predicting congestion in the network, which bypasses congestion before the occurrence of further damage.
After a brief presentation of the main concepts involved and the illustration of different congestion control algorithms, they presented the algorithm Congestion Prediction and Detection Control (CPDC). This algorithm uses a buffer ratio for the prediction and detection of congestion, i.e., after it detects a traffic jam, it sends notifications and reduces the traffic rate to minimize the negative effects caused by network congestion. The authors concluded through experiments and simulations that CPDC algorithm developed an improvement of 9.76% when compared to the other algorithms presented in the survey.
Comparison of Related Work
For a better understanding, Table 1 shows the relationship between the related works. Most of the analyzed studies developed a graphical interface for the local computers. Still, they presented as future work the development of a web application. Furthermore, only one of the works observed used the acquisition of information to store a history of the movement. Thus, it is possible to identify the object from its source to its location.
It is observed that most of the related works propose the use of RFID technology to monitor corporate assets, but there is not a concern with reliability and integrity issues in the transmitted data. Therefore, it opens an important gap in the network congestion that comes from the high volume of data generated by the sensors. For these reasons, we must develop an algorithm to perform estimates in current network usage with the ability to automatically reconfigure the communication times between the sensors and the database in a transparent way. Our algorithm reduces the impact that high network usage can generate at 
ACMA Model-Automatic Control and Management of Assets
In this section, we present the ACMA model. ACMA is a context awareness system model used for controlling and managing the assets in companies with multiple units. In this model, we seek to explore the ability of RFID sensors and at the same time rely on the benefits that the cloud has to offer. In addition, a network congestion awareness feature for communications sensor with centralized point in the cloud is seen as a differential. In general, this feature performs estimates of current use of the network and reconfigures the sensors of the communication times with the database in the cloud dynamically and with complete transparency to the user. Thus, it avoids congestion and overloading in the network in high-demand times, providing greater integrity in the data to avoid delays and packet loss, and does not impact on other more vital activities. Soon, it contributes to the sustainability of the business.
Project Decisions
As a basis for ACMA model, we chose the use of RFID technology to capture data. RFID is used as input in the system due to its ability to allow automatic and accurate identification, reducing the possibility of errors in the assets control.
When used in the monitoring and controlling of corporate assets, RFID can deliver benefits: (i) reduction in the time of the reconciliation of assets; (ii) increase the safety and accuracy of the collected operations; (iii) greater assurance on compliance with tax obligations.
In order to search the system requirements to approach a real need for companies, we conducted a case study based on the needs of a company from Porto Alegre, Brazil. It is important to notice that the researcher keeps the company name confidential, due to company's security policy as a way to maintain the confidentiality and protection of strategic information. This company is big and made up of multiple units, totaling approximately 3800 employees. In this study, we focus in the inventory area employees and assets, comprising the technical area of the company responsible for all process monitoring and asset management. Figure 1 shows the questionnaire applied in the company.
For the data storage, we chose to use a database in the cloud as a point of centralized access. Thus, data is accessed globally and all branches can get information about the assets. Regarding the type of tags, the option is to use the type of passive UHF tags. It was chosen due to its low cost, small size and long life. Still, its detection radius RFID sensors reach a few meters away, providing detection requirements for the proposed model.
The model assumes that there are RFID readers distributed in and out of all enterprise environments. This way you can identify the objects that cross the sensor range. Each asset and subject to accounting in equity management process must have an RFID tag attached to each other, which must be maintained throughout its life cycle. In the system, these assets must be registered with the tag code, cost center and business unit to which it belongs. As well as movements of the object between the different environments of the company, the system will be able to track its current location, and other important and relevant attributes to the business context, as a sector and cost center.
In Figure 2 we can see the detection flow of an asset. Upon approaching the entrance of the room, the tag attached to the object is detected (1) . At this mo- Figure 1 . Requirements questionnaire applied in the company. ment, the RFID sensor sends its IP address and the tag code to a server through a reliable communication (2) . In turn, the capture server, interprets, filters and processes this data (3), in addition to providing the information in the centralized database in the cloud (4, 5) . After that, the server responsible for the user interface, (7) search such data (6) and makes them available to the stakeholders (8) .
In order to fill the open gaps in the related works, a specific module will be 
System Actors
The system has three distinct types of actors, IT Analyst, manager and employee.
The actors are only allowed to access features that meet their interests and agree with the functions they perform in the company. The IT Analyst is responsible for tasks related to infrastructure and maintenance of the system. He/she handles the settings of RFID sensors, and is responsible for the operation of the system integrity, working in corrections and necessary maintenance when prompted by sensors monitoring module. The manager is responsible for the approval of new cost centers and units, as well as for the disposal of equipment that has the life cycle expired. Lastly, the employee assumes the everyday tasks, making him/her the main user of the system. The manager must register tags in newly acquired assets, registering all the necessary information from the system. This professional also controls the manipulations related to cost centers, asset track-ing and reporting for audits. Figure 3 shows the three system actors and their main responsibilities.
Features
The system has many features to meet the requirements observed in the questionnaire effectively monitor and manage corporate assets. The features were raised after an analysis of the information collection requirements and based on the manager and control analyst that works in the previously mentioned company. Thus, it was possible to approximate more accurately the system functionality to the real needs of scenery.
To develop the system, we modeled and classified tasks within the following feature packs: (i) detection of assets, which unites the necessary functionality for the detection and capture of assets moved in the premises of the environments;
(ii) sensors monitor, which includes the features required for real-time monitoring sensors connected in the network for find problems; (iii) network congestion monitor, which gathers functionality in order to generate current network usage estimates and reconfigure the communication interval for the sensors and the database in the cloud; (iv) management application, which meets the necessary resources for the presentation of data to the actors concerned through a graphical interface.
Architecture
The model proposes an architecture that consists of four high-level layers: (i)
Physical Layer, layer that deals with the physical readers; (ii) Business Layer, layer that filters, processes and interprets data according to business rules; (iii) Data Access Layer, layer that encompasses the repository logic for data persistence; (iv) Presentation Layer, layer that implements, hosts and manages the final interface and user interaction. Each of these layers is composed by several modules, totaling six modules. The modules have well defined responsibilities, with a specific function that has an input information and generates a result in Figure 3 . System actors with their responsibilities.
the output for the next module. Thus, together, the modules are responsible for all information processing flow, since its capture in RFID sensor to the end result made available to interested actors through a Web application. Figure 4 shows the architecture and the relationships between the proposed modules.
The operation main flow starts in capture module (CaptureMOD). Capture-MOD captures information from the RFID sensors and stores in memory as raw data. This data is read by the DistributionMOD, which distributes and sorts them into their system tables. From this point, two distinct streams are formed.
The first is from the ReaderMonitoringMOD that performs processing in network sensors in order to detect downtime and alert those responsible. The second stream is performed by the NetworkMOD which generates estimates for the current network usage and performs the changes in communication metrics
between the sensors and the cloud database. Finally, the data is available for manipulation and visualization, and the actors concerned by WebApplicationMOD.
In Figure 5 we can see the database model that allows the development of the proposed modules.
Capture Module
The CaptureMOD has the responsibility to capture and interpret the data from the sensors. It must be performed quickly and efficiently to avoid bottlenecks due to the large volume of data received. To achieve this goal, this operation implements a standard of producer and consumer for reception and processing of data with a critical section algorithm for access to shared memory. The communication between the sensors and the server is given through a reliable communication. In this scenario, when CaptureMOD receives an event of captured tags, it processes and stores the information in memory. This stored data is formed by the tag code, the IP address and the date and time.
Distribution Module
The distribution module (DistributionMOD) has the responsibility to seek the memory data from the CaptureMOD. At this stage, the processing of the data happens with a critical section algorithm. The information is processed, distributed and, in the right time, it is persisted in the database. The processing of this information includes searching and updating important information to the business context like the unit, cost center and people responsible for the asset.
Reader Monitoring Module
The reader monitoring module (ReaderMonitoringMOD) has the responsibility to monitor all readers of the network searching for unavailability signals. This unavailability may occur by several factors, such as power failure, defective sensor hardware or packet loss. When facing anomalies, this module alerts the responsible, informing the event occurred. Figure 6 and Figure 7 show the logic of this module.
Network Monitoring Module
The network monitoring module (NetworkMOD) has the responsibility to gen- Figure 6 . Algorithm of the sensors monitoring manager. and the process starts again from the beginning. In Figure 8 and Figure 9 we can see the logic of this module.
Web Application Module
The web application module (WebApplicationMOD) has the responsibility to show the information processed by other modules. Moreover, it is a form of inserting data into the system by human intervention. This module supports access from heterogeneous devices that have a rendering engine for HTML5 and CSS. To this end, it designed a project with responsive design enabling visualization in different ways and in different contexts, where it is able to adapt optimally to different sizes and resolutions screens. Thus, it provides a good user experience of accessing the application through smart phones, tablets or notebooks [13] . In Figure 10 we can see a few web pages of the web application being accessed from different devices.
Infrastructure
The necessary infrastructure for the ACMA model assumes the existence of RFID sensors connected to the network. These sensors communicate with a server through a device capable of connecting them to the network, such as a router or switch. This inference server is responsible for all the flow and man- Figure 8 . Algorithm that analyzes and generates the current network usage estimates. agement of local data generated by one unit company. It also communicates with the external network through a security firewall, and replicates the information generated in the unit company to the central point of the units in the cloud. All described modules are running in the inference server.
The actors involved only have access to their own features previously defined in the model. The access is realized through a web browser and the request for the information can come from an internal environment of the company (internal network) or external environment (external network) by the information of their credentials. In Figure 11 we can see the hardware infrastructure model proposed for a company formed by N units.
Prototype Implementation
Among the various Database Management Systems (DBMS), the chosen one for implementation was SQL Server. We chose SQL Server because it uses SQL Figure 11 . Infrastructure model proposed for a company formed by N units.
DBMS that implements the concepts of atomicity, consistency, isolation and durability in their transactions, ensuring the integrity and reliability of data [14] .
Another important point for the decision was the compatibility with different programming languages, the large amount of documentation available and the fact that it is already widely accepted in the market. Besides, it offers easy integration with Microsoft platform, especially with the .NET Framework programming language (C#) and the cloud database in the Microsoft Azure 
Evaluation Methodology
This section details the research method used in the article and its stages. It is an applied research because it generates knowledge for practical application ad-dressed to the solution of specific problems. The acquired knowledge can be applied within a real context.
We used two different procedures, the literature and the case study. For the literature, the work is developed based on resources already developed, such as books and scientific periodicals. It is also a case study, because it has as a differentiation the ability to handle the variety of evidence that can be identified, such as interviews and observations. Thus, the researcher approaches a real context [15] . The case study consists of all the information collected from the observed company, through questionnaires, bringing the model closer to the software requirements of the reality of a corporation.
Regarding the data collection techniques, we use two different research methods: (i) the qualitative, based on the company scenario that meets the conditions set out in the model, using questionnaires as the direct source for data collection with the team responsible for the activity of assets control; (ii) the quantitative, which involves numbers and statistics accomplished through performance and load tests [15] .
For the qualitative data, we applied a questionnaire in the same company where we sought for real needs for lifting the requirements for the application of monitoring assets. Before the application of the questionnaire, the ACMA system was presented for a manager and an analyst responsible for asset tracking activity in the company. Then we applied a questionnaire with eight questions that were classified into the following groups: usability (questions 1, 2 and 7); recommendation (questions 4 and 8); performance (question 6); features (question 5); quality (question 3). Figure 12 shows the questionnaire. The rating scale Figure 12 . Qualitative assessment questionnaire. The first proposed test scenario is to check the system's features. In the first part of the test we used the Rifidi based on a theoretical plan. This plan is a theoretical business unit where each of its areas is represented by an environment that has an RFID sensor linked. A sequence of random paths from a starting setting to an end setting was generated. In Rifidi we simulated tags that run through these sequences of trajectories and the end of the process we analyzed the final results made available to the user through the web application. So, we observe the consistency and integrity of information. In Figure 13 we can visualize the proposed theoretical plan, as well as some paths taken. In the second proposed test for features validation, we compared the estimates of current net In a second stage, there was a performance testing through the gradual increase from 10 to 10 tags sent from an RFID reader simulated in Rifidi software to the ACMA system. It analyzed the capture module (CaptureMOD) to identify the maximum number of read items that can be captured in a one second interval. To find the system bottlenecks, we did tag processing tests from its origin in the capture module to its persistence and access to final user in the web application. In this way, we found the processing time of each module to observe the bottlenecks in the system that may receive performance improvements in the future. Table 2 shows the scenario of bottlenecks test.
Lastly, we run a test with the network congestion monitoring algorithm (NetworkMOD) and without the use of it. We analyzed the gains against packet loss reduction, current network usage and the time for making data available to the user. So, it worked up lots of tags simulated by Rifidi in an environment where the network data traffic is increased and decreased randomly during processing. Table 3 shows the setting of this test. 
Results
This section presents the qualitative and quantitative assessments as well as an analysis of the results.
Qualitative Evaluation
In this evaluation, it was found that the ACMA system brings innovation in the management and monitoring of assets. It streamlines mobile asset inventory and provides an automated control, with features that meet the needs. Moreover, it is observed that the interviewees would like to use the system frequently and recommend its use in the company. However, for an effective solution implementation, it is necessary a more in depth and detailed analysis in relation to the costs.
It is important to point out that even though the data obtained in the evaluation is encouraging, it is not sufficient to completely validate the model due to the low amount of reviews answered. In Figure 14 we can see the result of this evaluation.
Quantitative Evaluation
This section presents the quantitative assessments for ACMA model. It is divided into two main areas: (i) functional tests, which refer to system functionality tests in order to verify the consistency and behavior of the proposed resources;
(ii) performance tests for evaluation of performance towards different data loads.
Functional Tests
In the first system functionality test, we analyzed through the web application the traceability of each tag forward to the paths taken in the theoretical plan proposal. All paths were captured and stored properly, depicting the consistency of the data processed in this test. After that, while executing tests to verify the accuracy of current use estimates of NetworkMOD module, we collected the data generated by the NetworkMOD, NetSpeed Monitor and NetStress. The estimates of the three software were very close and the greatest difference in the Figure 14 . Qualitative evaluation in the same company where we collected the model requirements.
measurements has reached a range of 3%. Thus, this system functionality is considered valid as regards the accuracy of the current network usage estimates. The full results of this test can be seen in Figure 15. 
Performance Tests
With the objective of analyzing the application performance, we captured the total execution time, in seconds, as the gradual increase in the amount of received tags in the application. It can be seen that the most effective module is CaptureMOD. In this module, there is a real need for high performance processing to provide the highest throughput possible for the data that is received. On the other hand, the formatting process ended up being costlier. The main factor for the longer processing time is explained by the need of consulting, processing, waiting the right time and distributing the data to several system tables. With that, it releases this data ready to be accessed by the web application. The results of these tests can be seen in Figure 16 .
We have also conducted performance testing on the system to verify the application of the processing capacity within a given time interval. Therefore, we can estimate the maximum amount of tags to be captured by a particular group of readers in the same time interval. It was verified that the system is capable of capturing up to 900 tags in a range of a second in the communication of a group of readers with the application. 
Discussion of Results
Based on the tests and simulations performed on ACMA model, it is possible to notice evidence of its ability to monitor corporate assets. In functional tests, the tags path was simulated in certain scenarios paths and the results of traceability had been successfully captured, with consistency and integrity on the data collected. In addition, we obtained satisfactory results in the system evaluation questionnaire in the company used in the study. However, it is important to point out that even though the data obtained in the assessment is encouraging, they cannot be generalized.
As for performance, the results show a processing time slightly above a linear curve as the progressive increase in capture tags, which suggests a good performance for the system. In addition, it can be seen that the module with higher cost processing is DistributionMOD, which is responsible for formatting the data captured in memory and distribution to their tables. The high time processing compared to other modules occurs because the need for multiple queries to the database in the cloud. On the other hand, the lower cost module for processing is CaptureMOD that needs an operation with high performance to vent the large amount of data from the sensors.
Finally, the NetworkMOD obtained satisfactory performance compared to the same process without its use. The difference between the processing times in the proposed scenario was 6% better with its use. This difference happens due to its concern with network congestion. When the network usage increases, the frequency time for communication with the database decrease the time to update the data. Besides, we can see that with NetworkMOD we can get better quality in network usage avoiding a negative impact on other applications running on parallel in the same network, because we have a reduction in delay and packet loss, contributing to the reliability and data integrity.
Conclusions
The adoption of an RFID system for control and monitoring of corporate assets has a positive impact on business. It contributes to the achievement of the objectives, increasing the company's competitiveness, improving organizational efficiency and contributing to the sustainability of the business. In the literature, we studied and raised concepts and characteristics of RFID technology in the context of IoT. There was the possibility of using RFID sensors under control and monitoring of property assets. Thus, it is possible to improve the asset management by increasing speed in operations, as well as the accuracy and reliability of the information collected.
Different from the work proposed in [7] [8] [9] and [10] , the proposed model does not just use the RFID technology for automatic identification of property assets and identification of the location and cost center, but also presents a differential adaptive algorithm to control the update interval of the data coming from RFID sensors. This algorithm is based on the TCP congestion control and is used here to obtain reliability and integrity and to avoid congestion in the network when data is being transferred from one company to the centralized administration point cloud. More precisely, ACMA is capable of generating current network usage estimates and performing adaptive and transparent reconfigurations in communication time between the RFID sensors and the database to avoid the occurrence of congestion.
Both quantitative and qualitative evaluation showed a positive feedback. Despite of the fact that the quantitative assessment cannot be generalized due to the low number of questionnaires, we found encouraging results in which the ACMA system was recommended and performed with the necessary features for a correct and effective monitoring of corporate assets. As for performance testing, we obtained a performance situated slightly above the linear curve, with capacity to process up to 900 tags per second, suggesting a sufficient capacity to control active. Using the proposed congestion prevention feature, no congestion occurred, and consequently, we avoided delay and packet loss during the process. ACMA is structured using well-defined modules, with high cohesion and low coupling, leaving the system open to new implementations in the future by inserting new features or plug ins. Finally, the web application was developed with a responsive design, aiming thus a better experience to the user who can access it from devices with different screen sizes and resolutions.
Regarding future works, it is possible to use other metrics besides communi-cation in adaptation algorithm so that the model reacts to processing overloads and network simultaneously. Also, it is possible to think of the use of a distributed database to solve the fault scalability and bottleneck in the system due to the centralized point in the cloud. Finally, we want to implement the ACMA system in a real business environment to collect data and assess the functioning over time.
